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 Board Meeting

Tab 2

New Business

Topics for action or discussion by the board that were 
identified at or since the last board meeting.







Comments from Comment Period  
Collection Agency Hearing on WAC 308-29-010 and 085 01/05/2021 

5) April Kuehnhoff, National Consumer Law Center (NCLC), EXHIBIT E:

“While there is no need to authorize remote collection outside of the current pandemic, any 
authorization for remote work - even during the pandemic – should adopt adequate safeguards. As 
discussed further below, the Department of Licensing should: 

• Limit the scope of any rulemaking to consumers located in Washington state;
• Add a one-year sunset provision;
• Require careful supervision of remote workers;
• Require in-person training for new employees;
• Ensure robust data security protocols;
• Require collection agencies to inspect and authorize each remote work location; and
• Clarify liability by collection agencies.1   …” PLEASE SEE EXHIBIT FOR COMPLETE TEXT.

6) Sonia Gibson, Encore Capital Group, EXHIBIT F, F1:

“On behalf of Encore Capital Group, Inc. and its wholly owned subsidiaries (“Encore”), I am 
writing to express concerns with some aspects of the work from home rule proposal WSR 20-23-
083. These well-intended rules contain many proposals that we can accept, however, the
requirements that remote employees work within one hundred (100) miles of a business office,
and complete forty-five (45) days of in-person training are non-tenable and put more people at risk
during these difficult and uncertain times.” PLEASE SEE EXHIBIT FOR COMPLETE TEXT.
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Similar to the existing WAC definitions regarding branch offices, “collection activities”

is defined in proposed WAC 308-29-010(4) as certain actions taken by “collection

agencies” or their employees; and under proposed WAC 308-29-085, certain

“collection activities” can be performed from a remote location.  As indicated,

“collection agency” is defined as someone collecting claims.  RCW 19.16.100(4).

 Thus, it is a contradiction to state in the definition of “collection activity” that it applies

to the collection of “debts,” when the included term “collection agency” by statutory

definition concerns only the collection of “claims.”

 

Thank you for considering this correction.

 

I am, very truly, yours,

 
Michael S. O'Meara - IFCCE

Attorney at Law

O'Meara Law Office P.S.

Phone: 425-263-1732

 

                     

 

This communication is from a debt collector attempting to collect a debt.  Any

information obtained will be used for that purpose.
 

The information in this email is intended only for the individual(s) named in the addressee lines and may

be protected by attorney-client privilege. If the reader of this email, or the employee or agent responsible

to deliver it to the named recipient(s) is not the intended recipient(s), you are hereby notified that any

dissemination, distribution, or copying of the communication is strictly prohibited. If you have received this

communication in error, please notify me immediately and destroy the electronic communication along

with any attachments. Thank you.

 

IRS Circular 230 Disclosure: To ensure compliance with requirements imposed by the IRS, please be

advised that any U.S. tax advice contained in this communication (including any attachments) is not

intended or written to be used or relied upon, and cannot be used or relied upon, for the purpose of (i)

avoiding penalties under the Internal Revenue Code, or (ii) promoting, marketing or recommending to

another party any transaction or matter addressed herein

 



From: Michael O"Meara
To: Konnersman, Julie (DOL)
Subject: Re: Proposed Debt Collection Remote-Worker Rule/WAC
Date: Tuesday, January 05, 2021 10:27:06 AM
Attachments: image006.png

image007.png

This message has originated from an External Source. Please use caution when opening attachments,

clicking links, or responding to this email. Contact your desktop support or IT security staff for

assistance and to report suspicious messages.

Many thanks again!

I am, very truly, yours,

Michael S. O'Meara

Attorney at Law

O'Meara Law Office P.S.

This communication is from a debt collector attempting to collect a debt.  Any

information obtained will be used for that purpose.

The information in this email is intended only for the individual(s) named in the

addressee lines and may be protected by attorney-client privilege. If the reader of this

email, or the employee or agent responsible to deliver it to the named recipient(s) is

not the intended recipient(s), you are hereby notified that any dissemination,

distribution, or copying of the communication is strictly prohibited. If you have

received this communication in error, please notify me immediately and destroy the

electronic communication along with any attachments. Thank you.

IRS Circular 230 Disclosure: To ensure compliance with requirements imposed by the

IRS, please be advised that any U.S. tax advice contained in this communication

(including any attachments) is not intended or written to be used or relied upon, and

cannot be used or relied upon, for the purpose of (i) avoiding penalties under the

Internal Revenue Code, or (ii) promoting, marketing or recommending to another

party any transaction or matter addressed herein

On Jan 5, 2021, at 10:25 AM, Konnersman, Julie (DOL)
<JKonnersma@dol.wa.gov> wrote:

﻿
<image005.gif>
Received. I will be sure to pass this on. Have a great day.

Julie Konnersman
Management Analyst

EXHIBIT D2
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From: Michael O'Meara [mailto:michael@omearalawoffice.com] 
Sent: Tuesday, January 05, 2021 10:23 AM
To: Konnersman, Julie (DOL) <JKonnersma@dol.wa.gov>
Subject: RE: Proposed Debt Collection Remote-Worker Rule/WAC
 

This message has originated from an External Source. Please use caution when opening

attachments, clicking links, or responding to this email. Contact your desktop support or

IT security staff for assistance and to report suspicious messages.

Dear Ms. Konnersman:

 

My apologies, but I inadvertently neglected to strikethrough the word

“debts” in my earlier email and that could be confusing.  Please see the

corrected email below.  Many thanks.

 

 

 

I have reviewed the proposed WACs regarding remote work by collection

agency employees, and note one correction that should be made in the

definitions section, WAC 308-29-010(4).  The word “debts” should be

changed to “claims,” like so:

 

(4) "Collection activities" as used in this section means those activities

performed by collection agencies or the employees of collection agencies,

which are associated with collecting or attempting to collect debts claims

pursuant to chapter 19.16 RCW.

 

The current statutory/WAC scheme requires that collection agency branch

offices be licensed, and the proposed remote-worker rule creates a branch

office exception for collection activity done by individuals off-premises

when certain conditions are met.

 

RCW 19.16.100(2) defines “claim” as an obligation arising out of an

“agreement or contract, express or implied.”  The undefined term “debt”

used in the proposed WAC is broader than the term “claim.”  RCW

19.16.150 requires that branch offices be licensed.  WAC 308-29-010(2)

defines branch office as any physical location where activity meeting the
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definition of “collection agency” occurs.  RCW 19.16.100(4) defines

“collection agency” as an entity collecting claims.  So, the existing branch

office requirements deal only with claims. The proposed remote worker

rule is an exception to the branch-office-licensing rule, yet purports to

cover activity (collecting “debts”) not covered by the branch office rule

(collecting “claims”).  It is improper to create an exception that is broader

than the rule.

 

Similar to the existing WAC definitions regarding branch offices, “collection

activities” is defined in proposed WAC 308-29-010(4) as certain actions

taken by “collection agencies” or their employees; and under proposed

WAC 308-29-085, certain “collection activities” can be performed from a

remote location.  As indicated, “collection agency” is defined as someone

collecting claims.  RCW 19.16.100(4).  Thus, it is a contradiction to state in

the definition of “collection activity” that it applies to the collection of

“debts,” when the included term “collection agency” by statutory definition

concerns only the collection of “claims.”

 

Thank you for considering this correction.

 

 

I am, very truly, yours,

 
Michael S. O'Meara - IFCCE

Attorney at Law

O'Meara Law Office P.S.

Phone: 425-263-1732
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This communication is from a debt collector attempting to collect a debt. 

Any information obtained will be used for that purpose.
 

The information in this email is intended only for the individual(s) named in the addressee

lines and may be protected by attorney-client privilege. If the reader of this email, or the

employee or agent responsible to deliver it to the named recipient(s) is not the intended

recipient(s), you are hereby notified that any dissemination, distribution, or copying of the

communication is strictly prohibited. If you have received this communication in error,

please notify me immediately and destroy the electronic communication along with any

attachments. Thank you.

 



IRS Circular 230 Disclosure: To ensure compliance with requirements imposed by the IRS,

please be advised that any U.S. tax advice contained in this communication (including any

attachments) is not intended or written to be used or relied upon, and cannot be used or

relied upon, for the purpose of (i) avoiding penalties under the Internal Revenue Code, or

(ii) promoting, marketing or recommending to another party any transaction or matter

addressed herein

 

From: Konnersman, Julie (DOL) <JKonnersma@dol.wa.gov> 
Sent: Tuesday, January 5, 2021 6:41 AM
To: Michael O'Meara <michael@omearalawoffice.com>
Subject: RE: Proposed Debt Collection Remote-Worker Rule/WAC
 
Your comment has been received. Thank you and have a great day.
 
Julie Konnersman
Management Analyst
Regulatory Boards
Washington State Department of Licensing
(360) 664-1507
jkonnersma@dol.wa.gov | dol.wa.gov
 
Helping every Washington resident live, work, drive, and thrive.
 
Follow us on Facebook, Twitter, Instagram, YouTube, LinkedIn, and the DOL Blog!
 
 

From: Michael O'Meara [mailto:michael@omearalawoffice.com] 
Sent: Monday, January 04, 2021 5:32 PM
To: Konnersman, Julie (DOL) <JKonnersma@dol.wa.gov>
Subject: Proposed Debt Collection Remote-Worker Rule/WAC
 

This message has originated from an External Source. Please use caution when opening

attachments, clicking links, or responding to this email. Contact your desktop support or

IT security staff for assistance and to report suspicious messages.

Dear Ms. Konnersman:

 

I have reviewed the proposed WACs regarding remote work by collection

agency employees, and note one correction that should be made in the

definitions section, WAC 308-29-010(4).  The word “debts” should be

changed to “claims,” like so:

 

(4) "Collection activities" as used in this section means those activities

performed by collection agencies or the employees of collection agencies,

which are associated with collecting or attempting to collect debts claims

pursuant to chapter 19.16 RCW.

 

The current statutory/WAC scheme requires that collection agency branch

mailto:JKonnersma@dol.wa.gov
mailto:michael@omearalawoffice.com
mailto:jkonnersma@dol.wa.gov
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.facebook.com%2FWashingtonDOL%2F&data=04%7C01%7CJKonnersma%40dol.wa.gov%7C86cbc22a2a3642fc12ce08d8b1a77f2b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637454680245169073%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=UhJmXSPpjyMkx4kaHprRW%2BHqb%2FZHBJxVWaJKUW%2BihlU%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2FWA_DOL&data=04%7C01%7CJKonnersma%40dol.wa.gov%7C86cbc22a2a3642fc12ce08d8b1a77f2b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637454680245169073%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=axAHwfP0gp5VXOjGwG7nHQScM3istkvxR0DzEI3%2FgoQ%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.instagram.com%2Fwa_licensing%2F&data=04%7C01%7CJKonnersma%40dol.wa.gov%7C86cbc22a2a3642fc12ce08d8b1a77f2b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637454680245179033%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=TiZnGjyOFku3t%2BsJHz%2FWQ2FpKkPHefpP05tpYgiTY3M%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fuser%2FWALicensing&data=04%7C01%7CJKonnersma%40dol.wa.gov%7C86cbc22a2a3642fc12ce08d8b1a77f2b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637454680245179033%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=3v6bidS5n6NaNi2c7%2FroAF9GgAw5uccdShcQ1UfCQjs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fwashington-state-department-of-licensing%2F&data=04%7C01%7CJKonnersma%40dol.wa.gov%7C86cbc22a2a3642fc12ce08d8b1a77f2b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637454680245188983%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Fhuz98B5JXO9Iv00Rl34gaYBkV54qEkWtyX%2FDe3fxss%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flicensingexpress.wordpress.com%2F&data=04%7C01%7CJKonnersma%40dol.wa.gov%7C86cbc22a2a3642fc12ce08d8b1a77f2b%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637454680245188983%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=80vl2pe7lHrn6UFyB%2BR1dduMzssJI%2FkVeEWworlSesw%3D&reserved=0
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offices be licensed, and the proposed remote-worker rule creates a branch

office exception for collection activity done by individuals off-premises

when certain conditions are met.

 

RCW 19.16.100(2) defines “claim” as an obligation arising out of an

“agreement or contract, express or implied.”  The undefined term “debt”

used in the proposed WAC is broader than the term “claim.”  RCW

19.16.150 requires that branch offices be licensed.  WAC 308-29-010(2)

defines branch office as any physical location where activity meeting the

definition of “collection agency” occurs.  RCW 19.16.100(4) defines

“collection agency” as an entity collecting claims.  So, the existing branch

office requirements deal only with claims. The proposed remote worker

rule is an exception to the branch-office-licensing rule, yet purports to

cover activity (collecting “debts”) not covered by the branch office rule

(collecting “claims”).  It is improper to create an exception that is broader

than the rule.

 

Similar to the existing WAC definitions regarding branch offices, “collection

activities” is defined in proposed WAC 308-29-010(4) as certain actions

taken by “collection agencies” or their employees; and under proposed

WAC 308-29-085, certain “collection activities” can be performed from a

remote location.  As indicated, “collection agency” is defined as someone

collecting claims.  RCW 19.16.100(4).  Thus, it is a contradiction to state in

the definition of “collection activity” that it applies to the collection of

“debts,” when the included term “collection agency” by statutory definition

concerns only the collection of “claims.”

 

Thank you for considering this correction.

 

I am, very truly, yours,

 
Michael S. O'Meara - IFCCE

Attorney at Law

O'Meara Law Office P.S.

Phone: 425-263-1732
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This communication is from a debt collector attempting to collect a debt. 

Any information obtained will be used for that purpose.
 



The information in this email is intended only for the individual(s) named in the addressee

lines and may be protected by attorney-client privilege. If the reader of this email, or the

employee or agent responsible to deliver it to the named recipient(s) is not the intended

recipient(s), you are hereby notified that any dissemination, distribution, or copying of the

communication is strictly prohibited. If you have received this communication in error,

please notify me immediately and destroy the electronic communication along with any

attachments. Thank you.

 

IRS Circular 230 Disclosure: To ensure compliance with requirements imposed by the IRS,

please be advised that any U.S. tax advice contained in this communication (including any

attachments) is not intended or written to be used or relied upon, and cannot be used or

relied upon, for the purpose of (i) avoiding penalties under the Internal Revenue Code, or

(ii) promoting, marketing or recommending to another party any transaction or matter

addressed herein

 



NATIONAL HEADQUARTERS 
7 Winthrop Square, Boston, MA 02110 
(617) 542-8010

WASHINGTON OFFICE 
Spanogle Institute for Consumer Advocacy 
1001 Connecticut Avenue, NW, Suite 510 
Washington, DC 20036 
(202) 452-6252

NCLC.ORG 

December 23, 2020 

Department of Licensing 
Washington State Board for Architects 
PO Box 9020 
Olympia, WA 98507-9020 
jkonnersma@dol.wa.gov 
VIA E-mail 

RE: Proposed amendments to WAC 308-29-010 and new WAC 308-29-085 

Dear Julie Konnersman:  

My name is April Kuehnhoff, and I am a Staff Attorney at the National Consumer Law Center (“NCLC”),1 
where my work focuses on state and local advocacy related to fair debt collection. On behalf of NCLC’s 
low-income clients, I submit these comments in response to the proposal to make permanent certain 
emergency provisions allowing debt collection employees to work remotely.  

While there is no need to authorize remote collection outside of the current pandemic, any authorization 
for remote work - even during the pandemic – should adopt adequate safeguards. As discussed further 
below, the Department of Licensing should: 

• Limit the scope of any rulemaking to consumers located in Washington state;

• Add a one-year sunset provision;

• Require careful supervision of remote workers;

• Require in-person training for new employees;

• Ensure robust data security protocols;

• Require collection agencies to inspect and authorize each remote work location; and

• Clarify liability by collection agencies.

1 The National Consumer Law Center (“NCLC”) is a national research and advocacy organization 
focusing on the legal needs of consumers, especially low income and elderly consumers. For over 51 
years NCLC has been the consumer law resource center to which legal services and private lawyers, 
state and federal consumer protection officials, public policy makers, consumer and business reporters, 
and consumer and low-income community organizations across the nation have turned for legal answers, 
policy analysis, and technical and legal support. Fair debt collection has been a major focus of the work of 
NCLC, which publishes Fair Debt Collection (9th ed. 2018), a comprehensive treatise to assist attorneys 
and debt collectors to comply with the law, and Collection Actions (5th ed. 2020), detailing defenses to 
consumer debts. These comments are filed. 
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Limit the Scope of Any Rulemaking to Consumers Located in Washington State 
 
During the pandemic, some states have enacted temporary provisions to allow debt collectors to work 
remotely.2 However, Washington state appears to be the first state to consider permanently amending its 
rules to allow debt collectors to work remotely. 
 
The proposed rule would allow debt collection employees working remotely in Washington to collect from 
consumers located anywhere in the country. However, other states have not had time to assess the 
impact of remote work authorization on consumers or consider the need for additional consumer 
protections. To give other states more time to assess the issue, the Department of Licensing should limit 
any provision that they ultimately adopt to allowing remote collection employees to collect from 
consumers located in Washington. Limiting impacted consumers to residents of Washington will also 
make it more likely for Washington regulators to hear about any problems related to debt collectors 
working remotely. 
 
Add a One-Year Sunset Provision  
 
The Department of Licensing’s Proposed Rule Making CR-102 Form lists as the reasons for supporting 
the proposed rule: 
 

As per the Governor’s proclamations to keep Washington residents safe and healthy during the 
Covid-19 pandemic; consistent with other business and professions in this State that are able to 
perform work from home, it was identified that rule language was needed to allow the option for 
collection agency licensees and their employees to work remotely. It is necessary to offer 
licensees the option to remotely work to support the return of commerce in all business sectors. 

 
While this may be a reason for a temporary rulemaking, responding to temporary conditions created by 
the pandemic should not be the basis for a permanent rulemaking.  
 
The motivation by the debt collection industry to seek permanent approval of remote work models seems 
to be largely driven by its desire to reduce costs and maximize profits.3 However, the Department of 
Licensing has a broader duty to ensure that its licensing scheme protects consumers. As such, it should 
not make permanent rules based on a temporary pandemic that will have long-term consumer protection 
implications. 
 
If the current temporary provisions can no longer be extended, a one-year sunset provision should be 
added to the proposed rule to reflect that fact that the current rule is responding to a temporary problem 
created by the pandemic and allow for further consideration of the impact of debt collectors working 
remotely on consumer protection. 
 
 
 
 
 
 
 

                                                      
2 National Consumer Law Center, Can Debt Collectors Work from Home?, available at http:bit.ly/coll-
work-home. 

3 TransUnion, A Year of Pivots, Challenges and Opportunities: The Collections Industry in 2020, p. 17 
(Dec. 2020), available at https://solutions.transunion.com/collections-annual-report-2020 (Stating that, “[a] 
more common way to reduce costs in the future may be to continue some degree of remote work as a 
new way of doing business,” and quoting a third-party collection industry participant as saying ““If you can 
get the remote model approved, why pay for office space and all the expenses that go with it? [It] doesn’t 
make sense anymore.”). 
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Require Close Supervision for Remote Workers 
 
The collection industry is “advocating for the permanent remote work rule to focus on issues related only 
to remote work and to keep requirements such as call recording and monitoring specific to performing 
collection activities separate.”4 We strongly disagree.  
 
As one collection industry article correctly pointed out, supervising remote employees is difficult:  
 

It is more challenging to manage quality assurance, and to meet the differing requirements of 
each state when workers are remote. Your quality assurance person is unable to wander the floor 
and observe, so technology becomes more important. You still must be listening in, so make sure 
your call recording system and process is adequate.5 

 
Technology to allow for remote supervision, such as call recording and speech analytics, already exists.6 
Debt collectors that want to take advantage of remote work options should be required to use it. 
 
Require In-Person Training for New Employees 
 
To protect consumers from abusive or harassing collection practices, it is critical that the Department of 
Licensing require new debt collectors to provide in-person training for new employees and also to require 
such employees to work on site after their training to facilitate additional supervision, training and 
mentoring for new employees.  
 
Ensure Robust Data Security Protocols 
 
Debt collectors handle a variety of sensitive financial and personal information. Ensuring the security of 
this data is crucial to the success of any remote work scheme. Collection agencies must ensure the 
secure transmission of data, prohibit storage of data on computers used by remote workers, require 
strong passwords, time-out access for remote employees who are idle, and prohibit local printing, screen 
capture, or other activities by remote employees to record or share information. The Department of 
Licensing should require that the collection agency set up, maintain, and inspect the remote work location 
of each employee. 
 
Require Collection Agencies to Inspect and Authorize Each Remote Work Location 
 
Remote employees should only be authorized to work from a single location. That location should be 
inspected and approved by the debt collection agency, which should ensure that the workspace is private 
and verify the security of the connection as discussed above. Private workspaces should have a door that 
shuts, be separate from other living or working space, have soundproofing to prevent conversations from 
being overheard, and have separate telephone service that is not accessible to others who are not 
collection agency employees. 
 
 
 
 
 

                                                      
4 ACA International, Washington State Department of Licensing Sets Public Hearing on Remote Work 
Rule (Dec. 2, 2020), available at https://www.acainternational.org/news/washington-state-department-of-
licensing-remote-work-rule-collection-agencies-public-hearing. 

5 ACA International, Increasing Collections with Changing Regulations – Panel Talk (Dec. 10, 2020), 
available at https://www.acainternational.org/news/increasing-collections-with-changing-regulations-
panel-talk-remote-work-communications-text-request-aca-international. 

6 Supra, n.3 at 18. 
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Clarify Liability by Collection Agencies 
 
Whether the debt collector works from a remote location or on site, the Department of Licensing should 
clarify that the employee’s location does not alter the collection agency’s liability for violations of state or 
federal laws, including debt collection, data security, and privacy laws. 
 
 
Thank you for your time and attention to these comments.  
 
Sincerely, 
 
April Kuehnhoff 
Staff Attorney 
 
 
 
 
 
 



From: Sonia Gibson
To: Konnersman, Julie (DOL)
Subject: Comments Regarding Proposed Rules WSR 20-23-083
Date: Monday, January 04, 2021 2:25:57 PM
Attachments: image001.png

image002.png
Rule Proposal WSR-20-23-083_Encore Capital Group Comments_Jan 4 2021.pdf

This message has originated from an External Source. Please use caution when opening attachments, clicking
links, or responding to this email. Contact your desktop support or IT security staff for assistance and to report
suspicious messages.

Dear Ms. Konnersman

Please see the attached comments regarding Proposed Rules WSR 20-23-083 (work from home

proposal for collection agencies) on behalf of Encore Capital Group.

Thank you,

Sonia Gibson

Sonia Gibson | National Government Affairs

350 Camino De La Reina, Suite 100
San Diego, CA 92108
DIRECT 858.309.6923 | CELL 412.726.2104
sonia.gibson@encorecapitalgroup.com

The information contained in this e-mail message, including attachments (collectively referred to as “Information”), is strictly confidential
and proprietary, and/or privileged. This information is intended only for the personal and confidential use of the recipient(s) named above.
The Information contained in this email should not be replicated or disclosed to any persons other than the intended recipient(s). If the
reader of this message is not the intended recipient or an agent responsible for delivering it to the intended recipient, you are hereby
notified that you have received this document in error and that any review, dissemination, distribution, or reproduction of this Information
is strictly prohibited. If you have received this communication in error, please notify the sender immediately by e-mail, or by telephone at
(877) 445-4581, and delete the original message.
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January 4, 2021 
  
Julie Konnersman 
Department of Licensing 
Washington State Board for Architects 
PO Box 9020 
Olympia, WA 98507-9020 
 
Re: Concerns with Proposed Rules WSR 20-23-083  
 
Dear Washington State Department of Licensing and Collection Agency Board Rule Committee: 
 


On behalf of Encore Capital Group, Inc. and its wholly owned subsidiaries (“Encore”), I am writing to 
express concerns with some aspects of the work from home rule proposal WSR 20-23-083. These well-intended 
rules contain many proposals that we can accept, however, the requirements that remote employees work within 
one hundred (100) miles of a business office, and complete forty-five (45) days of in-person training are non-
tenable and put more people at risk during these difficult and uncertain times.    


 
By way of background, Encore is a publicly traded company and a leading provider of debt recovery 


solutions for consumers. Through its subsidiaries, our company purchases portfolios of consumer receivables 
from major banks and partners with individuals as they repay their obligations and work toward financial 
recovery. We take a consumer-centric approach to helping consumers resolve their obligations by charging no 
interest or fees and in 2019 alone, we forgave over $16 million in debt for over 523,000 Washingtonians.  


Our first concern with rule proposal WSR 20-23-083 is the requirement that an individual employee’s 
virtual office “must be located within 100 miles of the licensee’s business office”. We feel that this limitation 
goes against the very grain of allowing people to work from home. Due to the COVID-19 pandemic, many 
companies and organizations have shifted to a remote work structure in varying degrees. In response, a number 
of employees have moved away, or plan to move away, from city centers or to a different state to find a better 
location in terms of cost of living and personal preference1. By limiting the distance from which a remote 
employee can work, you would not only affect the talent pool in which companies would be able to recruit 
from, but any employee who has already moved would be forced to move back, or face losing their job. Either 
prospect would be devastating to an individual and their family during this unprecedented pandemic. We would 
respectfully ask the committee to remove this language from the proposal. 


 
Our next concern is with the proposed language that employees must have completed a “minimum of 


forty-five (45) days of direct oversight and mentoring in the licensee’s business office” prior to working from a 
virtual office. We feel that requiring in-person training, let alone 45 days’ worth, during a pandemic when 
numerous industries are either shut down, or limiting capacity, in conjunction with varying state and local 
COVID requirements makes coordinating this effort extremely risky and dangerous. We support the idea of 
direct oversight and mentoring but would suggest the removal of the language that requires the training be in-
office. With modern IT security, virtual training is just as secure, and direct mentoring can be just as robust. 
Requiring in-office training also inhibits the ability for companies to hire remote workers from the outset.  


 
1 Barth, B., Cole-Johnson, B. K., Sullivan, A. N., &amp; Warren, A. M. (2020, December 18). Work from Anywhere? Telecommuting 
and Tax Obligations for Employers: Practical Considerations and Tips for Human Resources and Management. Retrieved from 
https://www.natlawreview.com/article/work-anywhere-telecommuting-and-tax-obligations-employers-practical-considerations 


 



https://www.natlawreview.com/article/work-anywhere-telecommuting-and-tax-obligations-employers-practical-considerations





 
 


 


 
For these above-mentioned reasons we respectfully ask that the work from home rule proposal be 


amended to remove the requirements that employees work within 100 miles of their business office and 
complete 45 days of in-person training. Thank you for your consideration of our comments and for your 
attention to this important matter.  


Please feel free to contact me directly at sonia.gibson@encorecapital.com for any further information. 


 
Sincerely, 
 


  
 
Sonia Gibson 
National Government Affairs 


 
 
  
  







January 4, 2021 

Julie Konnersman 
Department of Licensing 
Washington State Board for Architects 
PO Box 9020 
Olympia, WA 98507-9020 

Re: Concerns with Proposed Rules WSR 20-23-083  

Dear Washington State Department of Licensing and Collection Agency Board Rule Committee: 

On behalf of Encore Capital Group, Inc. and its wholly owned subsidiaries (“Encore”), I am writing to 
express concerns with some aspects of the work from home rule proposal WSR 20-23-083. These well-intended 
rules contain many proposals that we can accept, however, the requirements that remote employees work within 
one hundred (100) miles of a business office, and complete forty-five (45) days of in-person training are non-
tenable and put more people at risk during these difficult and uncertain times.    

By way of background, Encore is a publicly traded company and a leading provider of debt recovery 
solutions for consumers. Through its subsidiaries, our company purchases portfolios of consumer receivables 
from major banks and partners with individuals as they repay their obligations and work toward financial 
recovery. We take a consumer-centric approach to helping consumers resolve their obligations by charging no 
interest or fees and in 2019 alone, we forgave over $16 million in debt for over 523,000 Washingtonians.  

Our first concern with rule proposal WSR 20-23-083 is the requirement that an individual employee’s 
virtual office “must be located within 100 miles of the licensee’s business office”. We feel that this limitation 
goes against the very grain of allowing people to work from home. Due to the COVID-19 pandemic, many 
companies and organizations have shifted to a remote work structure in varying degrees. In response, a number 
of employees have moved away, or plan to move away, from city centers or to a different state to find a better 
location in terms of cost of living and personal preference1. By limiting the distance from which a remote 
employee can work, you would not only affect the talent pool in which companies would be able to recruit 
from, but any employee who has already moved would be forced to move back, or face losing their job. Either 
prospect would be devastating to an individual and their family during this unprecedented pandemic. We would 
respectfully ask the committee to remove this language from the proposal. 

Our next concern is with the proposed language that employees must have completed a “minimum of 
forty-five (45) days of direct oversight and mentoring in the licensee’s business office” prior to working from a 
virtual office. We feel that requiring in-person training, let alone 45 days’ worth, during a pandemic when 
numerous industries are either shut down, or limiting capacity, in conjunction with varying state and local 
COVID requirements makes coordinating this effort extremely risky and dangerous. We support the idea of 
direct oversight and mentoring but would suggest the removal of the language that requires the training be in-
office. With modern IT security, virtual training is just as secure, and direct mentoring can be just as robust. 
Requiring in-office training also inhibits the ability for companies to hire remote workers from the outset.  

1 Barth, B., Cole-Johnson, B. K., Sullivan, A. N., &amp; Warren, A. M. (2020, December 18). Work from Anywhere? Telecommuting 
and Tax Obligations for Employers: Practical Considerations and Tips for Human Resources and Management. Retrieved from 
https://www.natlawreview.com/article/work-anywhere-telecommuting-and-tax-obligations-employers-practical-considerations 
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For these above-mentioned reasons we respectfully ask that the work from home rule proposal be 

amended to remove the requirements that employees work within 100 miles of their business office and 
complete 45 days of in-person training. Thank you for your consideration of our comments and for your 
attention to this important matter.  

Please feel free to contact me directly at sonia.gibson@encorecapital.com for any further information. 

 
Sincerely, 
 

  
 
Sonia Gibson 
National Government Affairs 
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11/12/2020 02:08 PM [ 1 ] NOT FOR FILING OTS-2393.3 

AMENDATORY SECTION (Amending WSR 01-11-132, filed 5/22/01, effective 

6/22/01) 

WAC 308-29-010  Definitions.  (1) Words and terms used in these 

rules have the same meaning as each has under chapter 19.16 RCW unless 

otherwise clearly provided in these rules, or the context in which 

they are used in these rules clearly indicates that they be given some 

other meaning. 

(2) "Branch office" is any location physically separated from the 

principal place of business of a licensee where the licensee conducts 

any activity meeting the criteria of a collection agency or out-of-

state collection agency as defined in RCW 19.16.100. 

(3) "Business office" is the licensed principal place of business 

or certified branch office from which the licensee conducts any 

activity meeting the criteria of a collection agency or out-of-state 

collection agency as defined in RCW 19.16.100. 

(4) "Collection activities" as used in this section means those 

activities performed by collection agencies or the employees of 

collection agencies, which are associated with collecting or 

attempting to collect debts pursuant to chapter 19.16 RCW. 
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(5) "Employee" is a natural person employed by a licensee and 

shall not be deemed a "collection agency" or a "branch office" as 

defined in RCW 19.16.100 (5)(a) so need not have an additional license 

or certificate to perform collection activities on behalf of the 

licensee whether working from a business office or from the employee's 

virtual office. 

(6) "Repossession services" conducted by any person shall not be 

deemed a collection agency as defined in RCW 19.16.100, unless such 

person is repossessing or is attempting to repossess property for a 

third party and is authorized to accept cash or any other thing of 

value from the debtor in lieu of actual repossession. 

(((4))) (7) "Managing employee" is an individual who has the 

general power to exercise judgment and discretion in acting on behalf 

of the licensee on an overall or partial basis and who does not act in 

an inferior capacity under close supervision or direction of a 

superior authority (as distinguished from a nonmanaging employee who 

is told what to do and has no discretion about what he or she can and 

cannot do and who is responsible to an immediate superior). 

(8) "Remote work" occurs when an employee performs collection 

activity for a licensee from the employee's "virtual office" as 

defined herein and more particularly described in WAC 308-29-085. Work 



OTS OPTION A 

11/12/2020 02:08 PM [ 3 ] NOT FOR FILING OTS-2393.3 

performed by a licensed attorney litigating claims on behalf of a 

licensee is not remote work subject to WAC 308-29-085. 

(9) "Virtual office," for purposes of chapters 19.16 and 18.235 

RCW and chapter 308-29 WAC, is a virtual extension of the licensee's 

business office, which is fully connected via electronic means and 

telecommunications to the business office and its employees and from 

which an individual employee may perform the same collection 

activities and be similarly monitored as if located in the business 

office and as more particularly described in WAC 308-29-085. 

[Statutory Authority: [RCW 19.16.410]. WSR 01-11-132, § 308-29-010, 

filed 5/22/01, effective 6/22/01; Order PL-123, § 308-29-010, filed 

5/17/72.] 

NEW SECTION 

WAC 308-29-085  Remote work requirements.  A licensee may allow 

qualified employees to perform collection activities from virtual 

offices if the following requirements are met: 

(1) Employee list. A licensee must keep a record of employees who 

are permitted to perform collection activities from a virtual office. 

The list must be kept current, and must include the employee's name, 
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telephone number and email address, and the virtual office location 

address. 

(2) Equipment list. A licensee must maintain a current record of 

licensee equipment supplied to an employee for use in their virtual 

office. 

(3) Employee remote work agreement. A licensee must provide the 

employee a written agreement or checklist signed by the employee that 

indicates the employee has reviewed and agrees to the following 

requirements: 

(a) While working remotely, the employee must agree to maintain 

confidentiality of consumer data, must maintain all collection agency 

data electronically and may not print hard copies or otherwise 

reproduce copies of collection agency data. 

(b) The employee must read and agree to comply with the 

licensee's IT security policy and any updates. 

(c) Employee must agree to maintain the safety and security of 

licensee's equipment at all times as more particularly described by 

the licensee. 

(d) An employee must review a description of the specific type of 

collection work the employee or class of employee is allowed to 

perform while working from their virtual office. 
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(e) The employee must agree not to disclose or convey to the 

consumer that the employee is working from a virtual office or that 

the virtual office is a place of business. 

(f) An employee must be advised that the employee's collection 

agency activities are subject to review and calls to and from the 

virtual office will be monitored and recorded. 

(4) Virtual office requirements. An individual employee's virtual 

office is an extension of the licensee's business office and must meet 

the following requirements: 

(a) It must have full connectivity with the licensee's business 

office systems including computer networks and phone system and must 

provide the licensee the same level of oversight and monitoring 

capacity as if the employee were performing their activities in the 

business office. 

(b) It must have the capability to record calls made to and from 

the virtual office and to monitor virtual office calls in real time. 

(c) It must be located within the United States and, within one 

hundred miles of the licensee's business office. 

(d) It must be in a private location where the employee can 

maintain consumer confidentiality during the performance of their 

collection activities. 
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(e) It must meet all security requirements of this section and 

contain the equipment necessary to conduct the licensee's work safely 

and efficiently. 

(f) Each employee shall be connected to the business office via a 

virtual office that requires unique credentialing for access by each 

employee. 

(g) No more than one employee may work from a virtual office from 

the same physical location, except that cohabitating employees may 

each maintain a virtual office from their shared residence. 

(h) Employees may not print or store physical records in the 

employee's virtual office. 

(5) Employee requirements. The licensee is responsible for 

ensuring that an employee working from a virtual office meets all of 

the following requirements: 

(a) To become eligible to work from a virtual office, the 

employee must have completed a training program at the licensee's 

business office, which covers topics including compliance, privacy, 

confidentiality, monitoring and security, and other issues that apply 

particularly to working remotely from a virtual office. 

(b) In addition, an employee must complete a minimum of forty-

five days of direct oversight and mentoring in the licensee's business 
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office prior to working from a virtual office. This requirement may be 

waived by the board under emergency circumstances that the board has 

determined makes it impossible to perform. 

(c) Once an employee begins to work from a virtual office, they 

must be subject to the same levels of communication, management, 

oversight and monitoring via telecommunications and computer 

monitoring as they would if working in the business office. 

(d) While working remotely the employee must comply with all 

applicable laws and regulations as outlined in chapters 19.16 and 

18.235 RCW and chapter 308-29 WAC. 

(6) IT security requirements. Licensees are responsible for 

developing and following a written IT security policy for virtual 

offices that outlines the security protocols in place safeguarding the 

company and consumer data. Consumer data in the form of an electronic 

record must have the appropriate protections against unauthorized or 

accidental disclosure, access, use, modification, duplication, or 

destruction. 

The IT security policy shall include the following additional 

requirements: 

(a) Virtual office access to the collection agency's secure 

system must be through the use of a virtual private network "VPN" or 
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other system that requires usernames and passwords, frequent password 

changes, authorization, multifactor authentication, data encryption, 

and/or account lockout implementation. 

(b) The immediate installation or implementation of any system 

updates or repairs in order to keep information and devices secure. 

(c) The provision of safe and secure storage with expandable 

capacity for all electronic data including consumer and licensee data. 

(d) Virtual offices must contain computers and/or other 

electronic devices that have secure computer configurations and 

reasonable security measures such as updated antivirus software and 

firewalls. 

(e) Access to licensee's systems must occur on company-issued 

computers and electronic devices whose use is restricted to authorized 

employees while working at their virtual office, and an employee's use 

of devices must be limited to employment related activities on behalf 

of licensee. 

(f) Consumer data is accessed securely through the use of 

encryption or other secure transmission sources. 

(g) An action plan has been developed and communicated with 

relevant employees on how to handle a data breach arising from remote 
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access devices in accordance with applicable laws, which shall include 

any required disclosures of such breach. 

(h) A disaster recovery plan has been developed and communicated 

with relevant employees on how to respond to emergencies (e.g., fire, 

natural disaster, etc.) that have the potential to impact the use and 

storage of licensee's data. 

(i) The secure and timely disposal of licensee's data as required 

by applicable laws and contractual requirements. 

(j) An annual internal or external risk assessment is performed 

on the collection agency's protection of licensee's data from 

reasonably foreseeable internal or external risks. Based on the 

results of the annual risk assessment, the collection agency shall 

make adjustments to its data security policy if warranted. 

(k) The licensee can stop the virtual office's connectivity with 

the network and remotely disable or wipe company issued computers and 

electronic devices that contain or have access to licensee's 

information and data when an employee no longer has an employment 

relationship with the company. 

(7) Call recording and monitoring. Licensees must consistently 

record and monitor calls in which employees are performing collection 

activities. Call recordings must be maintained for a minimum of four 
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years and call monitoring must be regularly performed, a portion of 

which must be in real time. Recording and monitoring calls from 

virtual offices must meet industry standards for collection agencies 

and ensure that virtual office calls comply with chapter 19.16 RCW and 

more particularly with RCW 19.16.250 (13)(c), (18), and (19) and also 

chapter 9.73 RCW. 

(8) Nondisclosure. Neither the employee nor the licensee shall 

represent to debtors or any other party that the employee is working 

independently from licensee in a virtual office. Such acts include, 

but are not limited to: 

(a) Advertising in any form, including business cards and social 

media, an unlicensed address or personal telephone or facsimile number 

associated to an unlicensed location. 

(b) Meeting consumers at, or having consumers come to the 

employee's virtual office. 

(c) Holding out in any manner, directly or indirectly, by the 

employee or licensee, an address that would suggest or convey to a 

consumer that the virtual office is a licensed collection agency 

location or "branch office," including receiving licensee's mail, or 

storing books or records at the virtual office. 
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It shall not be considered a violation of this section if, in 

response to an inquiry about the remote worker's location, a remote 

worker responds that the worker is working remotely or working from a 

virtual office, or words to that effect. 

(9) Data breach. Should a licensee or virtual office experience a 

data breach as defined under chapter 19.255 RCW, the licensee must 

comply with the requirements of chapter 19.255 RCW. 

(10) Evaluation. The board will review and evaluate the adequacy 

of this section at least annually and will make amendments, as the 

board deems necessary. 

[] 
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AMENDATORY SECTION (Amending WSR 01-11-132, filed 5/22/01, effective 

6/22/01) 

WAC 308-29-010  Definitions.  (1) Words and terms used in these 

rules have the same meaning as each has under chapter 19.16 RCW unless 

otherwise clearly provided in these rules, or the context in which 

they are used in these rules clearly indicates that they be given some 

other meaning. 

(2) "Branch office" is any location physically separated from the 

principal place of business of a licensee where the licensee conducts 

any activity meeting the criteria of a collection agency or out-of-

state collection agency as defined in RCW 19.16.100. 

(3) "Business office" is the licensed principal place of business 

or certified branch office from which the licensee conducts any 

activity meeting the criteria of a collection agency or out-of-state 

collection agency as defined in RCW 19.16.100. 

(4) "Collection activities" as used in this section means those 

activities performed by collection agencies or the employees of 

collection agencies pursuant to chapter 19.16 RCW. 
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(5) "Employee" is a natural person employed by a licensee and 

shall not be deemed a "collection agency" or a "branch office" as 

defined in RCW 19.16.100 (5)(a) so need not have an additional license 

or certificate to perform collection activities on behalf of the 

licensee whether working from a business office or from the employee's 

virtual office. 

(6) "Repossession services" conducted by any person shall not be 

deemed a collection agency as defined in RCW 19.16.100, unless such 

person is repossessing or is attempting to repossess property for a 

third party and is authorized to accept cash or any other thing of 

value from the debtor in lieu of actual repossession. 

(((4))) (7) "Managing employee" is an individual who has the 

general power to exercise judgment and discretion in acting on behalf 

of the licensee on an overall or partial basis and who does not act in 

an inferior capacity under close supervision or direction of a 

superior authority (as distinguished from a nonmanaging employee who 

is told what to do and has no discretion about what he or she can and 

cannot do and who is responsible to an immediate superior). 

(8) "Remote work" occurs when an employee performs collection 

activity for a licensee from the employee's "virtual office" as 

defined herein and more particularly described in WAC 308-29-085. Work 
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performed by a licensed attorney litigating claims on behalf of a 

licensee is not remote work subject to WAC 308-29-085. 

(9) "Virtual office," for purposes of chapters 19.16 and 18.235 

RCW and chapter 308-29 WAC, is a virtual extension of the licensee's 

business office, which is fully connected via electronic means and 

telecommunications to the business office and its employees and from 

which an individual employee may perform the same collection 

activities and be similarly monitored as if located in the business 

office and as more particularly described in WAC 308-29-085. 

[Statutory Authority: [RCW 19.16.410]. WSR 01-11-132, § 308-29-010, 

filed 5/22/01, effective 6/22/01; Order PL-123, § 308-29-010, filed 

5/17/72.] 

NEW SECTION 

WAC 308-29-085  Remote work requirements.  A licensee may allow 

qualified employees to perform collection activities from virtual 

offices if the following requirements are met: 

(1) Employee list. A licensee must keep a record of employees who 

are permitted to perform collection activities from a virtual office. 

The list must be kept current, and must include the employee's name, 
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telephone number and email address, and the virtual office location 

address. 

(2) Equipment list. A licensee must maintain a current record of 

licensee equipment supplied to an employee for use in their virtual 

office. 

(3) Employee remote work agreement. A licensee must provide the 

employee a written agreement or checklist signed by the employee that 

indicates the employee has reviewed and agrees to the following 

requirements: 

(a) While working remotely, the employee must agree to maintain 

confidentiality of consumer data, must maintain all collection agency 

data electronically and may not print hard copies or otherwise 

reproduce copies of collection agency data. 

(b) The employee must read and agree to comply with the 

licensee's IT security policy and any updates. 

(c) Employee must agree to maintain the safety and security of 

licensee's equipment at all times as more particularly described by 

the licensee. 

(d) An employee must review a description of the specific type of 

collection work the employee or class of employee is allowed to 

perform while working from their virtual office. 
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(e) The employee must agree not to disclose or convey to the 

consumer that the employee is working from a virtual office or that 

the virtual office is a place of business. 

(f) An employee must be advised that the employee's collection 

agency activities are subject to review and calls to and from the 

virtual office will be monitored and recorded. 

(4) Virtual office requirements. An individual employee's virtual 

office is an extension of the licensee's business office and must meet 

the following requirements: 

(a) It must have full connectivity with the licensee's business 

office systems including computer networks and phone system and must 

provide the licensee the same level of oversight and monitoring 

capacity as if the employee were performing their activities in the 

business office. 

(b) It must have the capability to record calls made to and from 

the virtual office and to monitor virtual office calls in real time. 

(c) It must be located within the United States and, within one 

hundred miles of the licensee's business office. 

(d) It must be in a private location where the employee can 

maintain consumer confidentiality during the performance of their 

collection activities. 
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(e) It must meet all security requirements of this section and 

contain the equipment necessary to conduct the licensee's work safely 

and efficiently. 

(f) Each employee shall be connected to the business office via a 

virtual office that requires unique credentialing for access by each 

employee. 

(g) No more than one employee may work from a virtual office from 

the same physical location, except that cohabitating employees may 

each maintain a virtual office from their shared residence. 

(h) Employees may not print or store physical records in the 

employee's virtual office. 

(5) Employee requirements. The licensee is responsible for 

ensuring that an employee working from a virtual office meets all of 

the following requirements: 

(a) To become eligible to work from a virtual office, the 

employee must have completed a training program at the licensee's 

business office, which covers topics including compliance, privacy, 

confidentiality, monitoring and security, and other issues that apply 

particularly to working remotely from a virtual office. 

(b) In addition, an employee must complete a minimum of forty-

five days of direct oversight and mentoring in the licensee's business 
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office prior to working from a virtual office. This requirement may be 

waived by the board under emergency circumstances that the board has 

determined makes it impossible to perform. 

(c) Once an employee begins to work from a virtual office, they 

must be subject to the same levels of communication, management, 

oversight and monitoring via telecommunications and computer 

monitoring as they would if working in the business office. 

(d) While working remotely the employee must comply with all 

applicable laws and regulations as outlined in chapters 19.16 and 

18.235 RCW and chapter 308-29 WAC. 

(6) IT security requirements. Licensees are responsible for 

developing and following a written IT security policy for virtual 

offices that outlines the security protocols in place safeguarding the 

company and consumer data. Consumer data in the form of an electronic 

record must have the appropriate protections against unauthorized or 

accidental disclosure, access, use, modification, duplication, or 

destruction. 

The IT security policy shall include the following additional 

requirements: 

(a) Virtual office access to the collection agency's secure 

system must be through the use of a virtual private network "VPN" or 
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other system that requires usernames and passwords, frequent password 

changes, authorization, multifactor authentication, data encryption, 

and/or account lockout implementation. 

(b) The immediate installation or implementation of any system 

updates or repairs in order to keep information and devices secure. 

(c) The provision of safe and secure storage with expandable 

capacity for all electronic data including consumer and licensee data. 

(d) Virtual offices must contain computers and/or other 

electronic devices that have secure computer configurations and 

reasonable security measures such as updated antivirus software and 

firewalls. 

(e) Access to licensee's systems must occur on company-issued 

computers and electronic devices whose use is restricted to authorized 

employees while working at their virtual office, and an employee's use 

of devices must be limited to employment related activities on behalf 

of licensee. 

(f) Consumer data is accessed securely through the use of 

encryption or other secure transmission sources. 

(g) An action plan has been developed and communicated with 

relevant employees on how to handle a data breach arising from remote 
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access devices in accordance with applicable laws, which shall include 

any required disclosures of such breach. 

(h) A disaster recovery plan has been developed and communicated 

with relevant employees on how to respond to emergencies (e.g., fire, 

natural disaster, etc.) that have the potential to impact the use and 

storage of licensee's data. 

(i) The secure and timely disposal of licensee's data as required 

by applicable laws and contractual requirements. 

(j) An annual internal or external risk assessment is performed 

on the collection agency's protection of licensee's data from 

reasonably foreseeable internal or external risks. Based on the 

results of the annual risk assessment, the collection agency shall 

make adjustments to its data security policy if warranted. 

(k) The licensee can stop the virtual office's connectivity with 

the network and remotely disable or wipe company issued computers and 

electronic devices that contain or have access to licensee's 

information and data when an employee no longer has an employment 

relationship with the company. 

(7) Call recording and monitoring. Licensees must consistently 

record and monitor calls in which employees are performing collection 

activities. Call recordings must be maintained for a minimum of four 
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years and call monitoring must be regularly performed, a portion of 

which must be in real time. Recording and monitoring calls from 

virtual offices must meet industry standards for collection agencies 

and ensure that virtual office calls comply with chapter 19.16 RCW and 

more particularly with RCW 19.16.250 (13)(c), (18), and (19) and also 

chapter 9.73 RCW. 

(8) Nondisclosure. Neither the employee nor the licensee shall 

represent to debtors or any other party that the employee is working 

independently from licensee in a virtual office. Such acts include, 

but are not limited to: 

(a) Advertising in any form, including business cards and social 

media, an unlicensed address or personal telephone or facsimile number 

associated to an unlicensed location. 

(b) Meeting consumers at, or having consumers come to the 

employee's virtual office. 

(c) Holding out in any manner, directly or indirectly, by the 

employee or licensee, an address that would suggest or convey to a 

consumer that the virtual office is a licensed collection agency 

location or "branch office," including receiving licensee's mail, or 

storing books or records at the virtual office. 
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It shall not be considered a violation of this section if, in 

response to an inquiry about the remote worker's location, a remote 

worker responds that the worker is working remotely or working from a 

virtual office, or words to that effect. 

(9) Data breach. Should a licensee or virtual office experience a 

data breach as defined under chapter 19.255 RCW, the licensee must 

comply with the requirements of chapter 19.255 RCW. 

(10) Evaluation. The board will review and evaluate the adequacy 

of this section at least annually and will make amendments, as the 

board deems necessary. 

[] 
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